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Executive Summary 
 

A paramount concern in elections is securing the accuracy of the vote count. 
 
Most counting strategies offer "assurances" of accuracy, and ask us to place our trust in 
persons whom we don't know.   But such assurances sidestep the issue: Vote counts 
always remain disputable if "proof" of accuracy is absent. 
 
Is there a way to guarantee accuracy?  Yes, there is a way—perhaps the only way: 
Publish the ballots.  This allows every citizen to personally verify the accuracy of the vote 
count. 
 
Partially transparent ways to capture and publish images of the ballots are described by 
the Open Election Initiative at http://openelectioninitiative.org/ballot-images. 
 
We propose full transparency: Let the poll watchers do the capturing and publishing. 

 

The Cornerstone Insight 
 
On page eight of Myth Breakers: Facts about Electronic Elections, author Ellen Thiesen  
reminds us that–  

Election transparency is the fundamental basis of election integrity.  

In transparent elections, all the processes of handling and tallying ballots are 
completely open to public view. Nothing is hidden, nothing is secret--except, of 
course, each individual's voting choices. 

Election fraud and miscounts have occurred throughout history, and they will 
continue to occur. Transparency is the only way to minimize them.... 

Yet, despite the homage paid to thoroughgoing transparency, one line of thinking has remained 
largely taboo: The idea that even the ballots need to be made "transparent." 

"No way!" one might respond.  "That would violate the secrecy of the ballot." 

But there's something unclear about this principle: What, precisely, is being kept secret?  
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 It's not the ballots.  During handcounts, the ballots commonly get read aloud in public. 
 

 It's not the voters. The voters in the polling place are commonly required to publicly 
announce their names. 

No, what needs to be kept secret is precisely this: the link between each ballot and its voter.  
What needs to be kept secret is, which voter cast which ballot.  

A more accurate name for this policy would have been, "the anonymity of the ballot."  

This recognition opens a new vista, one that frees us to envision a tallying system that's fully 
transparent: a system in which not merely the vote totals, but also the very ballots themselves, 

get freely published to the community at large. 
 
 

Outline of the strategy 
 
A ballot-publishing strategy requires the utmost attention not only to anonymity, but also to 
security and reliability.  Here's an outline of a likely strategy. 
 
1. The voter marks up a temporary digital "softcopy" draft of the ballot. 
 
2. The voter verifies the draft ballot, then tells the machine to print the actual ballot. 
 
3. The voter verifies the printed ballot, then deposits it into the ballot box. 
 
4. When the polls close, the poll observers video-record and later publish the ballots. 
 
5. The community tallies the votes, using the published copies of the videos. 

 
 

Details of the strategy 
 
1. The voter marks up a temporary digital "softcopy" draft of the ballot. 
 

The voter's intent in any given contest may be lost if the voter makes an error in hand-marking 
the ballot.  Common errors include-- 
 

 Overvoting (casting too many votes in a particular contest). 
 

 Undervoting (unintentionally failing to cast a vote in a particular contest). 
 

 Marking the ballot ambiguously ("Is it an underline or a crossout?"). 
 

 Marking a wrong box, and then choosing to ignore the mistake. 
 

 Entering a write-in candidate illegibly. 
 

If the voter initially reviews a touch-screen draft of the ballot, the computer can assist in finding, 
preventing, and possibly correcting errors like the above. 
 



Still, each precinct should have on hand a sufficient number of pre-printed ballots in order to 
cope with various contingencies—for instance, a malfunctioning touch-screen. 
 
 
2. The voter verifies the draft ballot, then tells the machine to print the actual ballot. 
 

 The ballot is page-sized, fully plaintext, and devoid of voters' handwriting traits.  
 
 Conceivably, the printed ballot might not perfectly match the digital draft.  So the voter 

must verify the printed ballot as well as the draft ballot. 
 
 Once the ballot is printed, the draft ballot is deleted.  This removes the possibility that 

(secretly altered) digital copies of the ballots might be employed to tally the votes.. 
 
 
3. The voter verifies the printed ballot, then deposits it into the ballot box. 
 
The voter, not the machine, should deposit the ballot.  If both the printing and the depositing 
were delegated to the machine, 
 

 The voter may question whether the machine properly performed the action. 
  

 The voter may wonder whether the machine, while unobserved, had been been able to 
create and cast multiple unauthorized ballots. 

 
 

4. When the polls close, the poll observers video-record and later publish the ballots. 
 
Some specifications: 
 
a.  Each observer independently creates a video, using his or her own equipment. 
 

  This helps create checks and balances even between the equipment. 
 
b. The creating of videos should be unobtrusive, and should not interfere with the tallying. 

 
This can be accomplished by placing each ballot on display for a few seconds during the 
counting.  For trustworthiness, the display device should be low-tech, such as an "opaque 
projector," or a simple sheet-music stand. 

 
c. The ballots should be shuffled before being video-recorded. 
 

This ensures that the ballots cannot be traced to their voter through matching the sequence 
of ballots with the order in which the individual voters cast their ballots. 

 
d. The video copies should be created during or immediately after the ballot tallying. 

 
This ensures a one-to-one match between the original ballot set and the ballot copies. 
 
 If the votes are being tallied by hand, each ballot can be video-recorded while it's being 

tallied. 



 If the ballots were optically scanned, the stack of ballots can be removed from the 
scanner, and each ballot can be captured on a few seconds of video.  
 

e.  Each video should self-authenticate its completeness and accuracy. 
 

     To obviate suspicion that any ballots were omitted from the video, each video should capture 
the entire process of displaying the ballots, uninterrupted, from start to finish. 

 
     To further authenticate where and when each video was created, it should also capture 

some of the surroundings within the polling-place. 
 
f.  Election officials should simultaneously create their own videos of the proceedings.. 
 

Official videos could be used not only to validate the observers' videos, but also to offer 
"semi-official" recounts, and to reconstruct the original set of ballots if it gets corrupted. 

 
 
5. The community tallies the votes, using the published copies of the videos. 
 

a. Each video gets published on the Internet. 
 

For convenience, each video is accompanied by two documents extracted from the video: a 
"photo" album of the ballots, and a digital spreadsheet of the ballots.  (These documents 
may someday be extracted by software and then verified later by hand.) 
  
If need be, citizens can arrange to compare the Internet videos against the authors' original 
videos.  If doubts still remain, the original ballots themselves can be consulted. 
 
The tallies based on the published documents will quickly converge to a consensus 
(with some allowance for ambiguous ballots).  For most candidates, and most citizens, such 
consensus will dispel the doubts that lead to a demand for an official recount. 
 

b. Researchers data-mine the documents for patterns and irregularities. 
 

By publishing images of the ballots, we make "every vote count" not only during the election, 
but also during later research.  Researchers are no longer forced to rely solely on crude 
tools like polling, sampling, extrapolations, and guesswork. 
 
Equipped with data of unrivaled granularity, researchers now are in a position to discern 
subtle, previously overlooked, and even unimagined, vote patterns and anomalies. 
 
An excellent return for such a modest investment.                                                      [end] 

 


